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Consider a Kripke structure over propositional variables {a, b, ¢ }with states s, ..., s-
corresponding to the 8 possible valuations of these variables. Start state is 5.

The transition relation is

T (@a,b,c,a’,b',c’)y=(a" < b) A (b < ¢)

for each state s, the binary representation of i gives the truth values of a,b,c
that is, L(s_i) is the corresponding set of literals.

For example — L(s,) = —~a, b, ~¢ Check if the Kripke structure satisfies

For eXample _L(S4) = a, —|b, -1C VI:I —aV _'b V C USing BMC fOl‘ k = 3.



T (a,b,c,a’,b’,c’)=(@a < b) A (b < ¢) k=3, V[ ]-aVv bV -c

CheckSAT((ma, A—b,A—c,)) AN(a < b)ANbDy = c)AN(@ < b)Aby, <) ANay < by) A(by < )
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Bounded Model Checking with SAT (BMC)

Diameter of M

Given a model M, the diameter of M is a completeness threshold for any property of the
form V[ ]p

Safety properties — something always holding.

Counterexample — (3{) 7p) can we find a bad state in k step?




Bounded Model Checking with SAT (BMC)

Diameter of M The diameter of a Kripke structure is the longest shortest path between
any two reachable states. Formally:

2 Diameter(M) = Max ShortestPathLength(s, s')
How to checkif K > d? Vs.s'€T

State s is reachable in j steps:

ji—1
Rj(s) = ds,,...,5;5.1. Sj/\I(SO) A /\T(Sl-, i 1)

1=0
K is greater than or equal to Diameter d if

Vs : Ry (s) = 3j < k Ry(s) For all states, does there exists a path of length at most k?

Computationally hard problem — requires
QBF calls.



Bounded Model Checking with SAT (BMC)

Recurrence Diameter: the longest length of a path starting from the initial
state without repeating any state.

Recurrence Diameter (rd) is an upper bound for the diameter d.

d=2 rd=23
/ @ This means that after rd steps, either:
All reachable states have been visited.
. . Any further steps must repeat a previously visited state.

(o) =



Bounded Model Checking with SAT (BMC)

Recurrence Diameter: the longest length of a path starting from the initial
state without repeating any state

Recurrence Diameter (rd) is an upper bound for the diameter d.

?
How to check it K > rd

1. 'To ensure the path remains acyclic, we need to enforce that no two states
along the path are the same:

1. Vsg, ..., 8 I(S)/\/\T(SZ,SH_l) — \/ \/ S; = S;

[=0 j=I+1




Bounded Model Checking with SAT (BMC)

General idea:
Fix a K

1.  Convert transition system to propositional encoding — unroll for path
length k

2. Convert temporal formula along the states to propositional encoding for k
length

3. Using SAT Solvers look for counterexamples
4. Found a counterexample :

Return counterexample
5. Else:

K= K+1

?
6. At some point, check if K > rd Return True, Else: K = K+1 [For safety property:
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Induction For verifying safety property/ verifying reachability properties.

Often the completeness threshold is very large.

Exploring techniques that requires fewer unwinding.

S0 S1 2 L) Sq
(—(o—(—CY

MEY[p MEV[q

Induction principles —

To prove the claim Q(n) for all values of some parameter n.

We need to show the Base case — Q(0)
validity of these cases Inductive step case — Q(n-1) -> Q(n)



Induction For verifying safety property/ veritying reachability properties.

S S S S S
(e —(—l)— (D wrvoy

Induction principles To prove V[ ] p, we prove that p(z(n)) holds for Vn

Given M, 7 denotes a path in M.
i state in 7 is 7(7).
p(n(i)) is to denote that property p holds in state 7(7)

ldea — base case (initial states). p(s,) holds.
Inductive step. Assuming p(z(n — 1)) holds, p(a(n)) must hold.

all the states labelled with p, that is, {0,1,2,) |Allthe states where pai = 1)) holdst

p(7(n)) must hold true, which will be successor of {0,1,2} —{1,2}




Induction For verifying safety property/ verifying reachability properties.

S S S S S
(L= wevo

To prove V[ ] p, we prove that p(z(n)) holds for Vn

ldea — base case (initial states). p(s;) holds.
Inductive step. p(w(n — 1)) holds, states labelled with p, that is, {0,1,2}

p(m(n)) must hold true, which will be successor of {0,1,2} —{1,2}

Validity of the base case and inductive step?

Validity of F = —F being UNSAT.



Induction For verifying safety property/ verifying reachability properties.

S S S S S
(L= wevo

To prove V[ ] p, we prove that p(z(n)) holds for Vn

For base case, check satisfiability of
s, Ap(s,) Vs €1 (p,ANqg,) \Np,
[f this is UNSAT, then all initial state satisfy p.

Inductive case — observation T(zw(n — 1), z(n)) holds.

Let s be the statesin z(n — 1) Let s’ be the states in 7z(n)

Validity of p(s) A T(s, s") = p(s’) CheckSAT(p(s) A T(s,s") A p(s’))



Induction For verifying safety property/ verifying reachability properties.

S S S S Sq
~( (LD~ wrvms

To prove V[ ] p, we prove that p(x(n)) holds for Vn

Inductive case — observation 7(z(n — 1), z(n)) holds.

Let s be the statesin z(n — 1) Let s’ be the states in 7#(n)

Validity of p(s) A T(s, s') — p(s’) CheckSAT (p(s) A T(s,s) A p(s’) Vs € §,s.t. P(s)

CheckSAT((p, A pD V (py A=py) V(P V p3) AT)



Induction For verifying safety property/ verifying reachability properties.

To prove V[ ] g, we prove that g(x(n)) holds for Vn

Base case: g, A 74, [UNSAT

Inductive case: (, A 7q}) V (g A~@3) V (@2 A G5 V (g3 A =gy V (g3 A~g) AT SAT

? : _ _
MEV[q Inductive step case —qg(n(n — 1)) — g(x(n))

Inductive case also deals with unreachable states



K-Induction For verifying safety property/ verifying reachability properties.

we strengthen the criterion for base case, and weaken the criterion for step case.

Input K, M, F/P

Base case — p(O) A ... Ap(K—1)

Any path with k states labelled with p,
Step case —p(n — K) A . A p(n _ 1) — p(n) is followed by a state labelled with p.

A \ S
(o (LD~ wrvog ke



K-Induction For verifying safety property/ verifying reachability properties.
Base case — PO A...Ap(K—1) Stepcase—pn—K)A...Ap(n—1) — pn)

Base case — property holds in K states starting from initial state Same as BMC

Property g holds true in {o,1}

Inductive step — we need to consider all paths with two states.
Property q holds true in {0,1}, {1,2},{2,2},{3,2}

For each of these paths, g holds in their successor

Property g holds true in {2}

S0 S1 S5 $3 Sy
) (D v




K-Induction For verifying safety property/ verifying reachability properties.
Base case — PO A...Ap(K—1) Stepcase—pn—K)A...Ap(n—1) — pn)

Base case — property holds in K states starting from initial state SameasBMC

My \ 1y,
Inductive step — we need to consider all paths with K states.

k—1 k—1
N TG 500 A\ (00s) A =p(sy)
i=0 i=0

50) 51 ) 53 54




K-Induction For verifying safety property/ verifying reachability properties.

So S Sy S5 Sy Ss Se,
9 : L
- Neither of the two states are initial states
MEYV I:I q Nor are they reachable from an initial state.

k—1 k—1
/\ 1(s;, 8;.1) A /\ ((p(s;) A p(sy) This should be UNSAT!
i=0 =0

No, irrespective of K, thisis SAT g+ 5.5, | > 5,5, > 6

O

k-1 k
Therefore, to obtain completeness — we need to add /\ /\ S; F S; Ensuring simple path
i=0 j=i+1



K-Induction For verifying safety property/ verifying reachability properties.

Base case — property holds in K states starting from initial state
M, A p, = 1(s,) A /\ 1(s;, Si+1) A TP, Same as BMC
i=0

Inductive step — we need to consider all paths with K states.

/\T(s,, Si1) A /\((p(s ) A =p(s) A /\ /\ 5, % 5

=0 j=i+1

* If Base case is SAT, return counterexample.
* If Inductive case is UNSAT, return True.

 Otherwise, increase K and continue.



K-Induction For verifying safety property/ verifying reachability properties.

Observations

1. We do not need to know the exact reachable states, as long as we can guarantee
they meet the property .

2. Beginning of “Property directed” techniques — which is associated with a family
of techniques that build inductive invariants automatically




